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Abstract

Deep networks for computer vision are not reli-
able when they encounter adversarial examples.
In this paper, we introduce a framework that uses
the dense intrinsic constraints in natural images to
robustify inference. By introducing constraints at
inference time, we can shift the burden of robust-
ness from training to testing, thereby allowing the
model to dynamically adjust to each individual
image’s unique and potentially novel character-
istics at inference time. Our theoretical results
show the importance of having dense constraints
at inference time. In contrast to existing single-
constraint methods, we propose to use equivari-
ance, which naturally allows dense constraints
at a fine-grained level in the feature space. Our
empirical experiments show that restoring feature
equivariance at inference time defends against
worst-case adversarial perturbations. The method
obtains improved adversarial robustness on four
datasets (ImageNet, Cityscapes, PASCAL VOC,
and MS-COCO) on image recognition, semantic
segmentation, and instance segmentation tasks.

1. Introduction

Despite the strong performance of deep networks on com-
puter vision benchmarks (He et al., 2016; 2017; Yu et al.,
2017), state-of-the-art systems are not reliable when evalu-
ated in open-world settings (Geirhos et al., 2019; Hendrycks
et al., 2021; Szegedy et al., 2013; Hendrycks & Dietterich,
2019; Croce & Hein, 2020; Carlini & Wagner, 2017). How-
ever, the robustness against a large number of adversarial
cases remains a prerequisite necessary to deploy models in
real-world applications, such as in medical imaging, health-
care, and robotics.
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Figure 1. Equivariance is shared across the input images (left) and
the output labels (right), providing a dense constraint. The pre-
dictions from a model F'(z) should be identical to performing a
spatial transformation on z, a forward pass of F', and undoing that
spatial transformation on the output space (black).

Due to the importance of this problem, there has been a
large number of investigations aiming to improve the train-
ing algorithm to establish reliability. For example, data
augmentation (Yun et al., 2019; Hendrycks et al., 2021)
and adversarial training (Madry et al., 2017; Carmon et al.,
2019) improve robustness by training the model on antici-
pated distribution shifts and worst-case images. However,
placing the burden of robustness on the training algorithm
means that the model can only be robust to the corruptions
that are anticipated ahead of time, which is an unrealistic
assumption in an open world. In addition, retraining the
model on new distributions each time can be expensive.

To address this challenge, we propose to robustify the model
at inference time. Specifically, instead of retraining the
whole model on the new distribution, our inference-time de-
fense shifts the burden to test time with our robust inference
algorithm without updating the model. Prior work (Mao
et al., 2021; Shi et al., 2020; Wang et al., 2021) is limited
to a single constraint at inference time and hence may not
provide the model with enough information to dynamically
adjust to the unique and potentially novel characteristics of
the corruption in the testing image. We therefore ask the
natural question: Can we further improve the robustness
through increasing the number of constraints?

We start with theoretical analysis and prove that applying
more constraints at inference time strictly improves the
model’s robustness. The next question is then: How to ef-
ficiently apply multiple constraints at inference time? One
approach is to directly apply multiple feature invariance
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constraints to the defense. While this defense is effectivepbustness. Our method sidesteps this issue by promoting
we nd the resulting representation can be limited by theequivariance for attacked images at test time, improving
invariance property, therefore harming robust accuracy. Foequivariance when it is most needed.
example, after resizing, the representations of the segmem&‘aversarial Attack and Defense.

tion models are not the same, and it is unclear which part Adversarigl at-
. : ' tacks (Szegedy et al., 2013; Madry et al., 2017; Cisse et al.,
should be invariant.

2017a; Dong et al., 2018; Carlini & Wagner, 2017; Croce &
Our further study with empirical results suggest that a betteHein, 2020; Arnab et al., 2018) are perturbations optimized
approach is to use dense equivariance constraints. Our maia change the prediction of deep networks. Adversarial train-
hypothesis is that visual representations must be equivariamg (Madry et al., 2017; Rice et al., 2020; Carmon et al.,
under spatial transformations, which is a dense property th&2019) and its variants (Mao et al., 2019; 2022; Zhang et al.,
should hold for all natural images (equivariance consistenc®019) are the standard way to defend adversarial examples.
in Figure 1). This property holds when the test data arelr'he matching algorithm to produce features invariant to
from the same distribution that the model has been traineddversarial perturbations has been shown to produce robust
on. However, once there has been an adversarial corruptiomodels (Mahajan et al., 2021; Zhang et al., 2019). However,
the equivariance is often broken (Figure 2). Therefore outraining time defense can only be robust to the attack that it
key insight is that we can repair the model's prediction onhas been trained on. Multitask learning (Mao et al., 2020;
corrupted data by restoring the equivariance. Zamir et al., 2020) and regularization (Cisse et al., 2017b)
. . . . . can improve adversarial robustness. However, they did not
Empirical experiments, theoretical analysis, and visual-

izations highlight that equivariance signi cantly improves F:onS|der the spatial equivariance in their task. Recently,

nference time defense using contrastive invariance (Mao
model robustness over other methods (Mao et al., 2021&"{ al., 2021) and rotation (Shi et al., 2020) has been shown to

Shi et al., 2020; Wang et al., 2021). On four large datasets . : -
4 improve adversarial robustness without retraining the model
(ImageNet (Deng et al., 2009), Cityscapes (Cordts et al'on unforeseen attacks. However, they only apply a single
2016), PASCAL-VOC (Everingham et al., 2010), and |\/Is_constraint which may ﬁot provide’enough information
COCO (Lin et al., 2014)), our approach improves adversar- ' '
ial robust accuracy by up to 15 points. Our study shows thafest Test Adaptation. Berthelot et al. (2019); Pastore et al.
equivariance can ef ciently improve robustness by increasf2021) perform test-time training on the entire test set for
ing the number of constraints (Figure 3). Even under twomany iterations, our method only assumes seeing one exam-
adaptive adversarial attacks where the attacker knows oynle at a time and performs test-time adaptation on a single
defense (Athalye et al., 2018; Mao et al., 2021), adding ouimage. Tsai et al. (2023) adapts the model with convolu-
method improves robustness. In addition, since equivariancgonal prompt, but only works for a large batchsize. Test-
is an intrinsic property of visual models, we do not needtime adaption is also useful in language domain (McDermott
to train a separate model to predict equivariance (Shi et alet al.). By leveraging equivariance, we can ef ciently incor-
2020; Mao et al., 2021). Our code is availabléntips: porate dense constraints into our framework, which can be
/lgithub.com/cvlab-columbia/Equi4Rob . orders of magnitude more effective than adding constraints

individually (Sun et al., 2020; Lawhon et al., 2022).
2. Related Work
3. Method

Equivariance. Equivariance bene ts a humber of visual

tasks (Dieleman et al., 2016; Cohen & Welling, 2016b;In this section, we rst introduce equivariance for visual
Gupta et al., 2021; Zhang, 2019; Chaman & Dokmanicrepresentation, present algorithms to improve adversarial
2021; Chaman & Dokmanj 2021). Cohen & Welling robustness using equivariance, and then provide theoretical
(2016a) proposed the rst group-convolutional operationinsight into why the multiple constraints can lead to such
that produces equivariant features to symmetry-group. Howimprovement.

ever, it can only be equivariant on a discrete subset of trans-

formation (Sosnovik et al., 2019). Steerable equivariance.1. Equivariance in Vision Representation

achieves continuous equivariant transformation (Cohen & ) )

Welling, 2016b: Weiler et al., 2018) on the de ned set of L€t X be an input image. A neural network produces a
basis, but they cannot be applied to arbitrary convolution |-féPresentatiom = F (x) for the input image. Assume

ters due to the requirement of an equivariant basis. BesiddS€re is & transformatiog for the input image. A neural

architecture design (Weiler & Cesa, 2019), adding regun€Work is equivariant only when:

larization (Barnard & Casasent, 1991) can improve equiv-
ariance in the network. (Kamath et al., 2021) shows that
training equivariance at training time decreases adversarial F)=gt F gXx): 1)
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Figure 2.Random examples showing equivariance on clean images and non-equivariance on attacked images in Cityscapes, PASCAL
VOC, and COCO. The representation is equivariant when the predicted images (2nd column) and the reversed prediction of transformed
images (3rd, 4th column) are the same. By restoring equivariance, our method corrects the prediction.

whereg 1() denotes the inverse transformation &gr),

Algorithm 1 Equivariance Defense

and denotes function composition. Equivariant representa- ;.
tions will change symmetrically as the input transformation.
This means applying the transformation to the input image
and undoing the transformation in the representation space,
should result in the same representation as fed in the origi.
nal image. Equivariance provides a meta property that cany
be applied to dense feature maps, and generalized to mosi.
existing vision tasks (Gupta et al., 2021; Laptev et al., 2016;
Marcos et al., 2016). 6:

In contrast, invariance is dened & (x) = F  g(x),
which requires the model to produce the same representat:
tion after different transformations, such as texture augmen-:

Input: Potentially attacked image, step size , num-
ber of iterationsT, deep network-, reverse attack
bound , and equivariance loss functidrqy .

: Output: Predictionp

Inference: x°  x

sfort=1;::;Tdo

X0 X0 +
N (0; -3+1))
x0 x: X% which projects the image back into
the bounded region.

sign(Normaliz&r yoL equi (x9) +

7. end for

Predict the nal output byp = F (x9

tation (Geirhos et al., 2019) and color jittering (Mao et al.,
2021; Chen et al., 2020). Without performing transforma-

tion in the same way as the input, invariance removes affollowing term is large:

the information related to the transformation, which can
hurt the nal task if the transformation is crucial to the nal

task (Lee et al., 2021). On the contrary, equivariant models
maintain the covariance of the transformations (Gupta et al.,
2021; Laptev et al., 2016; Marcos et al., 2016).

Transformation for Equivariance. We use spatial trans-
formation, such as ip, resizing, and rotation, in our ex-
periments. Assume we applkydifferent transformations
g wherei = 1;:::;k. We denote the cosine similarity as
co9 ). Equivariance across all transformations means th
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3.2. Equivariance for Adversarial Robustness

Lety be the ground-truth category labels for Let the
network that uses the featunefor nal task prediction to
beC o. For prediction, neural networks learn to predict the
categoryp = C o
Between the predictions and the ground truth. For example,

F (x) by minimizing the los. (9;y)



